
RISK MANAGEMENT: ARE YOUR PEOPLE YOUR WEAKEST LINK? 
 
All business is about risk. 
 
In most cases risk can be reduced but not eliminated. It’s how you manage 
it…maximising opportunity, minimising exposure…that determines your success! 
Standards Australia’s 4360:1999 is a valuable tool to help you do this. 
 
Yet, while these days it is becoming abundantly clear that our people and knowledge 
are our greatest assets, the other side of it is that people are also one of our greatest 
risks. Even at their best, human beings make mistakes. They can fail to see the 
issues or not appreciate the consequences. Plain bad judgement or failure to 
communicate well - or at all - is at the bottom of a myriad of problems that confront a 
business. They have been implicated in disasters as massive as happened at 
Chernobyl in Russia or Longford in Victoria. Litigation that can tie your attention and 
resources up for years, more often than not comes down to human failure at some 
level.  
 
The difficulty here is pretty clear. How do we get our people to do what we would 
want them to do, to behave as we would want them to behave and to make the 
decisions we would hope would be made, when we are not present?  What are the 
steps that we need to take to minimize these types of risk in accordance with usual 
risk management practice? Here there is a paradox. Rather than more controls, rules 
and regulations, the answer lies in less. The more freedom a business allows for 
personal authority and autonomy to be exercised the less chance there will be that it 
will be exercised badly. 
 
Let me explain. 
 
The traditional way to contain risk through human error has been to minimize the 
scope for human beings to make decisions on an ad hoc basis through laid down 
systems, procedures and rules. Laws, and a great deal of regulation, have been 
brought into effect to try to cover all possible contingencies.  Now we have to deal 
with the consequences: the ever increasing mound of compliance requirements that 
we must negotiate each day, just to operate a business at the smallest level. 
 
External controls have been our traditional quick fix. They can be clear and fairly 
certain in their expectations and consequences. They can also be easily outsourced 
to lawyers and other experts, leaving operational personnel free to attend to the “real” 
business. There is no doubt that changes to the law are eventually effective in 
changing behaviour and attitudes. But they have their limitations. 
 
Experts don’t come cheaply. We are all aware of the obvious cost of compliance in 
fees paid to lawyers and accountants. We are also increasingly aware of the cost of 
time spent “ticking boxes” as Stan Wallis called it his recent Annual Corporate Affairs 
Oration: Conformance versus Performance1. He was specifically addressing the 
issue of the role and structure of boards. However, his comments on the need for a 
fresh approach to thinking, rather than the formalized edicts of corporate governance, 
are equally applicable to other levels of management and business. An over reliance 
on control and compliance flies in the face of healthy risk taking and the very 
creativity that is essential if a business if it is going to succeed in such complex times. 
It also undermines trust and a sense of human autonomy and authority that builds a 
corporate culture in which people feel valued and able to develop fully. 
                                                 
1 Centre for Public Affairs, annual Corporate Public Affairs Oration, Melbourne 29th June 2000 
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Rapid change and complexity, particularly in a globalized market, call for adaptability 
and flexibility. Regulatory frameworks of control do not handle these well. Nor are 
they responsive to shifting public opinion. The community can quickly damn an 
organization that is revealed to have been working to a minimalist position of legal 
compliance on matters to do with the environment or human relations.  When 
operating across cultures, ethnic or organizational, context can be everything. 
Attempts to apply the same organizational systems and procedures universally may 
be disastrous. 
 
Rather than traditional attempts to control our people, we need to be able to trust 
them to exercise plain good judgment. This means that they must have the ability to 
see the issues, recognize the danger signs, and way up the consequences of 
different courses of action as a part of every day decision making. Given that the big 
mistakes are usually made in a hurry or when there is limited time to seek further 
input, the greatest investment a business can make is to help develop those skills so 
an individual is able to exercise their own authority and creativity spontaneously. That 
is, from their own inner sense of right, wrong and appreciation of the issues. This is 
the stuff of ethics. 
 
As employers, we rest more easily if we believe that our employees have high ethical 
standards. The catch is, just like any muscle in the body, the ethical muscle must be 
exercised to be strong. The less opportunity people have to think for themselves, 
because every move is prescribed, the less they will be equipped to do so when 
required….and the greater the risk of error. 
 
This is not to suggest that you just give people completely free rein. All businesses 
need to know what their goals are and what it is that they stand for in terms of their 
internal and external reputations. This is one of their most important assets.  We 
need to choose and act consistently with a corporate statement of values or code of 
ethics. Properly implemented, tools of this sort can help build a solid business 
reputation and consumer trust.  They can also provide clear statements of expected 
behaviour for the internal operations of the business, regardless of the circumstances 
at hand. Values like honesty or integrity are fairly obvious in what they demand 
whatever the culture or circumstances in which they must be demonstrated! 
 
Many businesses and organizations already have codes of ethics or values that 
grace their promotional material or are displayed in reception areas. But few take 
them further so that they live in the culture and are taken seriously as management 
tools. The most frequent comment we encounter is that people do not know how to 
translate the lofty ideals into practical action! “How do they affect the way I do my 
job?”  
 
Implementation of a code of values is a fairly easy task but it means time must be 
taken to tease out current and real workplace scenarios and to explore alternative 
solutions which are consistent with the values aspired to. Studies in the USA have 
shown that this approach achieves a very real shift in problem solving skill, critical 
analysis and logical judgement.2 A process like this develops skills that are then 
transferable to new problems and situations as they occur in the workplace. 
 
People are our greatest assets. We all give more of ourselves if we feel valued and 
trusted. We are happier if we are continuing to learn and grow. We are more willing 
                                                 
2 Iordanis Kavathatzopoulos, “Ethics Problems: The Acquisition of the Autonomous Problem Solving 
Skill”, Journal of Business Ethics 13:379-386, 1994. 
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to take responsibility for things if we feel we have a real role to play and something to 
contribute. Good risk management needs to take account of the risk of human error 
by seeking to develop the best in our people through ethics training which will 
enhance individual authority and autonomy. This should be an on going part of risk 
management strategy. 
 
Business can only benefit from the results: a resurgence of a rare thing these 
days…trust! 
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